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I'TVerity

Audit & Control...
The Keys to Compliance!

Kenneth Meyers
Verifichi

G Force
iy



UNISYS EMC

Imagine it. Done. where information lves’

"You're in luck. Business elhics is a gray area.”
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UNISYS EMC:

Imagine it. Done. where information lves’

Synopsis

* Overview of Compliance Mandates

— Financial / Privacy

* (ase Studies of IT Compliance

— Publishing, Financial, MFG, Pharmaceutical
» E-Mail & Messaging

I'TVerity
The Compliant Foundation for
Audit & Control

G Force
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UNISYS EMQC
where i ion lves

nformat

Imagine it. Done.

Sarbanes-Oxley

Target:

To fairly & accurately
report the financial
condition of t
company.

Transactions
& Records

Income Statement
‘& Balance Sheet

(7 e L GF
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IrEgines i Dons,
21 CFR Part11__ 7o
To implement correct
and consistent
controls that assure

ublic safety.
Clinical Trials P y

Quality Assurance Pharmaceutical

Approvals Activities
Order

ignatures

Results

Tracking Sales

Privacy

Distribution

Results &
Audit Trails

Regulations
Manufacturing

G For
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Irnegines i Dons,

What Is IT’s Role?

Clinical Trials

Quality Assurance ST . g
Approvals Ciient Activities

Order
Signatures

Results Results

Tracking & Audit Sales Transactions

Trails & Records
Privacy

All Transactions SOPS
Distribution and Records

Reporting
Regulations Results &

Manufacturing Audit Trails

TN G Force
&VEPIfIEhI Slabal Technologies, fnic



UNISYS EMC:

Imagine it. Done. o Target where information lves'
IT C Om I !llance To assure all IT systems
that support client

Transactions and

Records
Workflow are not compromised.
Picking Orders _ People
ORI, & Process
Unloading
Customer
Service :
Signatures L

Managing Transactions

Handling
Forms & Records
Phone
Data Inout IT Infrastructure
Handoffs ata inpd Servers and Storage
Applications Reading Mail \ 4
Job Tasks Report Accurate

Results

ffe | - G Force
VE rlfl E h | Slabal Technofogies, firc.



UNISYS EMC:

applications, priority

networks, & system
management tools

magine it bene. Infrastructure Analysis Maturity Model e nfomaton Ives
Asset Configuration Change Problem
Management ;| Management Control - Resolution
A | | |
| W | O\N‘?/ .
| \a |
| @ i
O?\ $0?/
&\" AN '
@ @O | Centrally store
=) i
= . configuration data : Act on intelligence
> . ina CMDB for according to
Collect & normalize | enterprise access business need,
data from systems, i and analysis policy and

DATA KNOWLEDGE ACTION

Level 1 Level 2
Infrastructure Management

Level 3 Level 4
Infrastructure Intelligence

N\ arifirhi G F
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UNISYS

Imagine it.

Done

Before I'TVerity - Data

set—proot—group
set—proot—group
set—rmmount—nosuid
id’ .
set—rmmount—nosuid
d’ .
set—rmmount—nosuid
set—sys—suspend—-restrictions
suspend .
set—sys—suspend-restrictions
set—system—umask

a2z .
set—sustem—umask
zet—zystem—umask
set—tmpfs—l1imit
set—tmpfz—l1imit
fet—uﬂer—passuurd*reqf
set—user—passweld-—reqs
set-user—pas sword-reqs
default /pagsud.
zet—user—password-reqs

og t—l_ Adoun—mnaconwd—wanro

[PASE ]
[PASE ]
[FAIL]
[FAIL]
[FAIL]
[FAIL]

[FAIL]
[FAIL]
[PAESE]

[PASS]

[PASE]
[FAIL]

[FAIL]
[NOTE]

“|[PASS ]

[PASS]
[FAIL]
[FAIL]
[FAIL]
[FAIL]

[FAIL]
" [FAILI

Trearr. 1

root’s primary group is not set to M.
Audit Check Total : 1 Erroris>
Removable HSFS filesystems are mounted ‘nosu

Removable UFS filezsystems are mounted ’‘nosui

Audit Check Total : B Errorisy
PERHS is not set to '—-' in setcsdefaultssys-—

Audit Check Total = 1 Erroris)

Default file creation mask (CHMASK) is set to
System file creation mask is set to B22.
Audit Check Total : B Errorisy

tmpfs size iz not defined in 512m.

Audit Check Total : 1 Erroris>

Password Aging MINWEEKS is not set to 1.I
Password Aging MARWEEKS is not set to 8./
Password Aging WARMWEEKS iz not set in

Pazzword Policy PASSLEWNGTH iz not =set th ﬂ
Oudi+ Mhacl Ta+zasT = 4 Fowowsd' s

System file creation mask is set to B22.
Audit Check Total :
tmpfs size is not defined in 512m.
Audit Check Total :
Password Aging
Password Aging MABWEEKS is not set to 8.

Erroris)

1 Error(s>
MINWEEKS iz not set to 1.

Pazsword Aging WARMWEEKS iz not szet in et

u.
update—at—deny

LEFH=® 1

[PASSE]
[FAIL]

[FAIL]

USer Oacmon 18 L1SCed 1n FELC/CPONn.d-at.deny
hin is
sys is=s

User
Uzer

listed in ~setc cron.d-at.denvy.
not listed in ~setcscron.dsat.den
not listed in setcscron.dsat.den

User adm is

< Force

where information lives

Slabal Technofogies, firc



UNISYS

Imagine it. Done.

After ITVerity - Information

[iiads Eompare] searcn|
Nodes [BaSeLine]

Modes [HGHE CHOUR]

EMC

where information lives

IT¥erify Console

Attribute State

|| BaseLine I PRODUCTION |=]| ||&|Global I
1 Tverify ™ PROVISIONING
-] Other I SALES | Lacal
=~ Standards _ L
cem Application ¥ SUnN ¥ | Metric \
LW S ecurity [~ SUPPORT _
# UnixBasaline ™ UnixLarge [ Only Show Differences ;
------- # WinTelBaszeline ™ Uniziid — |
™ UnixSmall E
[ wintel = Reset |

solarisSecurity

Attribute/Group
solaris. security. update-cran-deny

ATSTUN14 ATSUMNI2 ATSUMNOS

solarisSecurity

solaris. security.update-cron-deny.note

solarisSecurity

solaris.security.update-at-deny.note

checksum:1 236016 checksum: 2849871, checksum: 1542265 checksum

solarisSecurity

solaris. security. update-at-deny

solarisSecurity

solaris. security.set-user-password-reqs

solarisSecurity

solaris.security.set-user-umask

solarisSecurity

solaris security. set-system-umask

solarisSecurity

solaris. security.set-system-umask.note

solarisSecurity

solaris

Checksum Compare

salarisSecurity

solaris Teqend

solarisSecurity

solaris

solarisSecurity

"+" Line found only in right hand side attribute result
solaris)= "-" Line found anly in left hand side attribute result

checksum:4 283896 checksum: 4284551, [Hy

salarisSecurity

solaris MNOTE

solarisSecurity

solaris

solarisSecurity

solaris

solarisSecurity

?\lerifich

solaris

+ Default file creation mask {CMASKD is setto OFF.

G Force
Slabal Technofogies, firc.



UNISYS EMC:
Imagine it. Don

magine It one. where information lves

A Specialized Tool that Combines .....
» A Data\WWarehouse with a...
» Powerful Telemetry Engine and...

» GUI interface that will enable the
generation of accurate compliance
reports!

G Force
Slabal Technofogies, firc



UNISYS

UNISYS | ITVerify EMC

Providing Real-Time, Non-Invasive, Attestable
IT Infrastructure Compliance Information
to....

» Identify, Monitor, Record and Report on......

 Assets, Configurations, Changes, Utilization,
Performance of ..........

— Servers, Attached Storage, Network Components, Applications,
Licenses

» Alert

 Deviations from Standard (Golden Master)
« Material Breaches (DR Incompatibility)

G Force
Slabal Technofogies, firc.



UNISYS EMC:

Imagine it. Done. I TV e rif!Z where information lives

» Input

* Device/Database

» Output

« ODBC (use existing report writer)

 Ported to any existing Management
System/Reporting Tool

» GUI Interface
* Real-Time Interactive Query Capability

G Force
Slabal Technofogies, firc.



UNISYS EMC

Imagine it. Done. I TV e rif E I where information lives

Client Defined Attributes
*Asset (HW, SW, Application)
*Asset Location

*Utilization

*Performance

*License

Servers/Storage

Via

—> Excel File

Network

Components —

— Port to “Other”

ITVerify
Solution Suite

| Infrastructure Explorer
ITVerify GUI

Applications

— EMC Centera

AW

Via ODBC or API Real Time

PDF via FTP or E-Mail Attestable Cqmpllance
Reporting

Capacity = 1,000 Nodes

< Force

Slabal Technofogies, firc.



UNISYS

UNISYS | ITVerify EMC

Helps Speed Root Cause Analysis
How? By Answering..............

* What changed?

* Which one of these 1s not like the other?
Helps Manage Configuration Drift

How? By Capturing.........

* Configuration data

« Snapshot data of proven baselines
— Monitor variations

— Collect, log, alert, and forward changes

G Force
Slabal Technofogies, firc.



UNISYS EMC:
ion lves

Imagine it. Done. where informati

I'T’s Roles & Responsibilities

1. Compliance Evaluation for Sarbanes-Oxley and
COBIT.

Compliance Evaluation For All Systems.

3. Security Assessments for System Permissions Given
To Users (Entitlement Report).

4. Security Assessments for Modifications to
Critical System Files.

5. Security Assessments for Users and Groups with
Elevated Rights to the Database.

ITVerify Supports Compliance
Verifichi G toaien e




UNiSYS ITVerify Architecture EMC

Imagine it. Done. where information lves’

Access < srvers-seb servers - Network - DﬂTﬂbﬂSE-SmW Unauthorized
Violation SN = Change

F,:,?¢
Backups
Failed

Security

Application Changes i«

Data Management HSE s :
. i Infrastructure Explorer |

Operations i (GUI) i

Assets e i

(/ tinhi GF
}VE rl | fl E h | G!ﬂba?:f::ehnafogies, frre .



UNISYS . ITVerify Architecture MG

Metwork - Database - Storage . Desk
o

Access - Web Servers- Unauthorized

Violation

Security
Application Change
Data Management

Operations
Assets

L G F
}VE rl | fl E h | G!ﬂba?:f::ehnafogies, frre .



UNISYS . . EMC
imagine . Dore. ITVerify Architecture st
U thorized

e meity || INfrastructure
nterface - Explorer

-—)

Security

Application Change

Data Management Licenses Technology Expert
i Applications Technology Experts
Operations include Architects,

nfiguration Changes
Co gura s gd Systems & DB Admins,
Establishing Standards 4, ,ication Engineers

/4 Hinhi G Force
VEF' |E | Slabal Technofogies, firc.
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o B ITVerify Architecture i

Metwork - Database - Stﬂrﬂge - DESI{
o

_yeb Servers -

Access Unauthorized

Violation

BARNES&-NOBLED

www.bn.com

Executive Compliance Summary for S0X

Security

Application Change

DCompIiance 1
.Non-CompIiance 1
Cus.-sssioned (13

Data Management

Operations
Assets

(/ tinhi GF
}VE rl | fl E h | G!ﬂba?:f::ehnafogies, frre .



UNiSYS ITVerify Architecture EMC

Imagine it. Done. where information lves’

Access s - Web Servers - Network - Database - Storage De Unauthorized
Violation = J['c“gr.ﬂ,qkJrChange
=y
Backup
Failed

_#DR site
&, Outof Sync

) Jﬁﬁ%’!'"@mr

Security
Application Change
Data Management

Technology Expert
Assets Not Required

Operations

L G F
}VE rl | fl E h | G!ﬂba?:f::ehnafogies, frre .



NS ITVerify Complements ILM*  EMC

Access yers -Web servers - Network - Database - Storage py.
[ e |

Violation A3

Unauthorized

Backups

Failed
fff;: Site
Out of Syn

S,

I""-H
L T T,

TVerify Content

Attestable
Security Reports
Application Change
Data Management Fingerprint EMC Centera
Operations Retention Period
Assets Addressable
Attestable

: L *ILM = Information Lifecycle Management G Force
Z\erifichi

Slabal Technofogies, firc.



UNiSYsS . EMC
woeceee - [TVerify Complements ILM - et

_ k- Database - .
Access . yers - Web Servers - Newwork - Database - Storage Unauthorized
Violation ; :

Backups
Failed

Security
Application Change
Data Management

Operations
Assets

} e G Force
VE rl | fl E h | Slabal Technofogies, firc.



UNISYsS . L . y
magine it. Done. | TV@rify Complements Existing IT Operations whEM(.:

i k- Dat . :
Access ___qryers-WebServer Network- Database - Storage . gy Unauthorized
Violation WO e - ; '[*-"Qag, Change
i = 5
&
Backups
Failed
Security

Application Change

Data Management Policy Violations

Enterprise
Operations Unexpected Changes Management
Assets Compliance Alerts System

Deviations from Standards

)V f h G Force
EF| ||: | Enterprise Management Solutions Include Tivoli and OpenView Gilobal Technologies. fnc.



UNISYS

Imagine it. Done.

EMC

informatio

I'TVerity Requirements

 O/S Server:
* Solaris / Linux
 Minimum:
— 1 GHz CPU

— 1 Gig of Memory

— 500 MB of Disk
(Software)

— Additional 250 MB of
Disk Space per Node.

e Built-in / Mountable CD or
DVD drive

« [TVerify Support Capacity:
— Up to 1,000 nodes

Initial configuration and load:

— Up to 200 Data Elements for
customization of fields:

« Dependent upon specific
Data Center Architectures

— 3 minutes/node for
initial auto discovery

— In less than one week,
ITVerify will meet your desired
coverage and intent for asset
metrics, configuration, and
change control monitoring and
auditing.

Final scope and functionality based on

customer defined parameters

G Force
Slabal Technofogies, firc.



UNISYS

Imagine it. Done.

Concise Reportin

where information lives

ReportBrowser

Report  Actions  Window  Help

|BES=|H & 2

¥ H ¥ e

_| Executive_Compliance_Summary
=] East
; _| Mode Group
: _| Baseline
=] st
; _| Mode Group
: _| Baseline
EI_| Corporate
_| Mode Group
_| Baseline

\lerifichi

1 [ weest |

www.bn.com

Eummary

o T
3 T
/ R 5
S
-,

Orcamaliance (12
[ | Mak-Conpianzc (1)
Ol essigne 1

Crerview

BARNES&-NOBLES

Fxecutive Compliance Sunmary for S0X

Becuriby Azscszomernks foxr Medificasisns we Crivical Byoveom Files

e e 7 om £ Wade= Carpliank frm-
Cowpl iant
00K _Tezt G.0 1.0 =0

G Force
Slabal Technofogies, firc.



UNISYS

Imagine it. Done.

Executive Reports

BARNES 5-NOBLES>

www.bn.com

Executive Compliance Summary for S0X

Security A=z=zessments for Modification= te Critical Syrstem Files

Sumnary

Overview

DCDmpliance (1]

.NDn-CDmpIiance (11
Oua-sssigned (17

HodeFroup # Modes Compl iant Hon—
Conpl iant
B0X_Ta=t 2.0 1.0 z.0

EMC

where information lives

< Force

Slabal Technofogies, firc.



UNISYS

Imagine it. Done.

Management Reports

BARNES &-NOBLED

www.bn.com
Compliance

DCompliance (1
.Nan-CDmpIiance (2

Alerts

Clexpected (1)
M critical (0
Osevere [m

Hode's in group

Compliance Summary SOX COMPLIANCE

Security Arssrsment= for Modificarions te Crivical Sy=tem Filas

HodeHame bid Compl iant Hor-
&ttributes Compl iant

s E 1.0 o.o 1.0

orc 1.0 o.0 1.0

EMC

where information lives

< Force

Slabal Technofogies, firc.



UNISYS

Imagine it. Done.

erational Reports

BARNES&:

www.bn.com

NOBLED

Detailed Compliance Report

S0 COMPLIAHCE HO4 vs kraken for attribute securityassessment.d4

L.No.

Type

50x_COMPLIANCE HO4

kraken

File
Perm: 944 Owner: root Froup: =ys
Sige: 9337

feto inet/hosts Type:

File
Perm: 777 Owner: root Group: =ys
Sige: 252

fetcl inet hosts Type:

fatc/vE=tah Type: TFile Parm:
633 Oumer:

Sime: &71

oot Froup: other

fato/wi=tah Type: File PFPerm:
633 Owner: root broup: other

Sime: L1202

f et =hadar Type: File Ferm:
300 Qwmer:

FEEE

oot Group: sy = Sime:

S ateS =hadamw Tyrpe: File Perm:
400 Owmer: root Group: sys Jipe:

E26EC

File

oot Group: =y = Size:

fetc/passwd Type: Perm:
333 Quwmer:

7433

File
333 Owmer: root Froup: =ws Sise:
30593

fetcfpasswd Type: Perm:

File
Perm: 944 Owner: root Froup: =ys
Sige: 2931

fatcl inet/ mervices Type:

File
Perm: 63441 (wner: root Group: =ys
Sige: G025

fatol inetS serwices Type:

fetofnsswitch. cont Type: File
Ferm: 643 Owner: root Group:

other Jime: 1216

Seto/n=switch. conf Tepe: File=
Ferm: 633 Owner: root Group:

other Sige: 1355

,-"etc,-"hosts_equiv Type: File
Parm: 543 Owner: root Froup:

other Jise: 218

fetc/hosts  equiwv Type: File
FParm: 634 Ownaer: rook Froup:

other Jise: 72

EMC

where information lives

< Force

Slabal Technofogies, firc.



UNISYS EMC:

Imagine it. Done. where information lves’

I'TVerity Value

“Providing Real-Time, Attestable
IT Infrastructure Compliance Information”

* Identifies, Monitors and Records:

: e  Output:
— Assets & Locations .
— Configurations (patch levels) — Compliance Repors
— Utilization & Performance — Can be ported to existing
— Changes from Baseline management systems
* Notifies: — Provided in Excel or Crystal,
— Changes from mandated or any ODBC based report

standard (Golden Master)

— Customer designated
“material breaches:”

» Ex. hard drive loss,
disaster recovery site

incompatibilities

Infrastructure Explorer provides
real time interactive query
capability

G Force
Slabal Technofogies, firc.



UNiSYS . EMC
Solution

Partnership
* Verifichi

— Compliance Monitoring Software & Services
« EMC Storage & System Management

— E-Mail & Messaging
* G Force Technologies Consulting
* Unisys Services

< Force

Slabal Technofogies, firc.



UNISYS EMC

Imagine it. Done. NeX t S t e p S where information lives'

* Complete “Compliance Readiness Assessment
Survey”

— Provide the guidelines needed to understand the areas
that need to be addressed

* Determine when you would like to review the
document with our team
— Allocate between 2 days

* Based upon the results, our team will provide
recommendations and suggestions.

G Force
Slabal Technofogies, firc.



UNISYS EMC
ion lves

Imagine it. Done. where informati

ITVerity

* Simplify the Capture of Information
* Manage Information More Effectively
* Reduce Cost of Managing Infrastructure

 Ensure Information 1s Attestable
— Help Executives Stay out of Jail!

< Force

Slabal Technofogies, firc.



But Oh Great CXO,
ITVerify
Is making it
Black and White |

"You're in luck. Business elhics is a gray area.”
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